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Mission 
The internet was designed without an inherent concept of personal data management, and the 
digital world has been struggling since to get it right. The wish of regular people to have it all – 
data sovereignty, privacy, ease of use, and security – seemed utopian. It is not anymore!  
It is the mission of Schluss to guarantee that you get full control over your own personal data. 
The Schluss’ mission tagline summarizes this: 
With Schluss you – and you alone – decide who may know what about you. 
The first step in the right direction was Internet 2.0: the Internet became interactive, and you 
got tools to exercise your agency online. The second step was the introduction of distributed 
storage to free data from physical devices. The two steps together enabled the creation of a 
virtual ‘container’ to hold personal data, credentials, and any other data relevant to the owner 
of the device. This container has become known as a ‘vault’ or, more recently, with more 
functionalities added as a ‘wallet’. 
Schluss’ mission is to take the development to the next level: to enable you to be in full control 
of all your data. Schluss already took the first steps in this direction seven years ago. Since then, 
we, the only organization currently this ambitious, have gained unique insights the hard way, 
as well as the credibility needed to share these insights with companies, organizations, 
governmental institutions, and especially with the people who will use the vault. 

You – and you alone – 

decide who may know what about you 
Concretely 

Schluss’ mission translates into enabling a vault in which all personal data are being stored, 
ranging from simple addresses to data generated by IoT devices, and to complex health and 
financial data. The individual vault owners are in full control, which means concretely: 

A. Only you decide to whom your data will be disclosed, and you can revoke this access at 
any time. You decide who, at what moment, for what reason, and for how long, gets access 
to what data in your vault. 

B. You have a full overview of all data in the vault and of all accesses granted by you. 

These two principles lead to six minimum requirements that will be discussed below: 

1. Only original data are stored in the vault; no copies are allowed anywhere; 
2. A separation of powers exists, a so-called Digital Trias Politica;  
3. A strict separation of data and services is implemented; 
4. Independent Personal Service Spaces are needed to assist the vault; 
5. No centralization / no central authorities are allowed; 
6. You and other users are the owners of an organization with a not-for-profit business 

model; the further development of the vault is the common responsibility of all who 
subscribe to the mission. 
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First requirement: 

Only original data are stored in the vault; no copies are allowed 
anywhere  

Today’s situation in which countless copies of your personal data are stored by all sorts of 
instances all over the Internet has to end. You can only be fully in control when you are in full 
control of the originals of your data – and no copies are allowed to exist. So, we work towards a 
future where originals will be stored fully under your control: in your vault. Originals will never 
leave the vault; only access to these originals will be granted to relying parties - the organizations 
who rely on these data for offering their services to you. 

How will Schluss achieve a situation in which organizations that generate data about you write 
these in a database system of personal data vaults, straight into your vault? Schluss envisions the 
following steps: 

Step 1: 
In the current situation, you retrieve your personal data from the organizations that generate 
this personal data. In some cases they are already signed by these organizations. In other cases 
and in the case of user-generated data, you sign the data yourself with your digital identity (DID) 
within the Schluss infrastructure. In both situations, Schluss does not need to closely cooperate 
with issuing parties. 

Step 2: 
You retrieve your personal data from the organizations that generate your personal data in the 
form of a PDF that is certified by the issuing organization. Unfortunately, PDFs are difficult to 
process by machines, therefore PDFs are far from the ideal format. Furthermore, default PDFs 
share all information stored. Schluss has parts of the technology up and running to enable 
improved machine processing and data minimalization but relies on issuing organizations to 
supply the right type of PDF as input. For this, we cooperate with issuing organizations. A more 
preferable solution would be establishing connections by means of APIs. 

Step 3: 
You retrieve your personal data from organizations as verifiable credentials and/or attributes. 
The issuer signs the data on release. The relying party (verifier) can then verify the data; now 
using IOTA’s Tangle (IOTA’s Tangle is an open, feeless and scalable distributed ledger, designed 
to support frictionless data and value transfer). Schluss has the supporting technology to connect 
to e.g. the KNB (the Royal Dutch Association of Civil-law Notaries) but is dependent on the 
issuing organizations to supply the data in the right format and in a verifiable way.  
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Step 4:  
You provide an issuing organization with access to your personal Schluss vault so that this issuing 
organization can write, adjust, or delete personal data directly to the vault. The issuer signs the 
data at the end of each action. As a result, a verifying organization can then verify the data 
directly, currently on IOTA’s Tangle. This is the optimal situation. Unfortunately, it is not 
achievable yet since Schluss does not have the verifier libraries and services available yet and 
there are no issuing parties yet. 

Schluss is seeking collaboration with issuers and verifiers to further develop and test this step. 

 

Second requirement: 

A separation of powers exists, a so-called Digital Trias Politica  

As a consequence of its mission, the Schluss technical solutions are based on a so-called Digital 
Trias Politica: a separation of technical powers in three tiers that are connected by a generic 
interface: 

1. Identity (confirm the identity and the verification of the data); 

2. Authorization (consent for the disclosure of data); 

3. Storage (distributed, encrypted data). 

We need a separation of technical powers in order to divide and curtail the power of 
technologies, trust frameworks, platforms, and suppliers. Currently, (mega-)platforms have 
often integrated at least two of these functions. This has resulted in substantial influence, bias, 
censorship and vendor lock-ins. 
 
Regarding 1: Identity tier 
For all the digital processes built on personal data, relying parties need to be sure with whom 
they are dealing and that the data disclosed is accurate. Also you want to be sure that the 
requesting party is who they claim to be. We do not propose any changes to the widely adopted 
principles of identification. There are many identity solutions out there and we work towards a 
mechanism that allows for many existing tokens or identities to be used. The assessment of 
validity of identities and tokens is done in the Authorization tier.   
 
Regarding 2: Authorization tier 
The Authorization tier checks whether views requested on personal data are permitted, based on 
the rules set when consent to disclosure was given:  to whom, at what moment, for what reason, 
for how long and to what data in your vault. This way the Authorization tier ties the identity to 
the Storage tier. 
Additional rules regarding authorization could be described in the near future using a 
blockchain in which smart contracts will manage view authorization. Additional rules could also 
be described in one of the many existing and upcoming trust and authorization frameworks. 
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Regarding 3: Storage tier 
All personal data will move to a storage part that is not controlled by one entity. Storage can 
eventually only be safe in a distributed network, co-owned by you. Every stored piece of data is 
encrypted, split into multiple pieces and distributed on a global network of individual storage 
nodes. Unique hashes allow assembly of the pieces and retrieval of the stored data. Anyone can 
be part of distributed storage network by adding your own node to it. There are two 
requirements: the availability of the storage should be guaranteed and without a hash, it should 
be impossible to reassemble and retrieve data. 
 
Conceptually, the storage takes the form of a directory wherein the data is encrypted.  
The Storage tier has no knowledge of the type of data stored. Access requests for data are first 
validated by the Authorization tier and only when granted the hash is revealed, granting access 
to retrieve the encrypted data, which then can be decrypted locally. The process is logged and 
stored in an immutable log, only accessible by its owner. This ensures you always know what 
happens with your data. 
 
For each of the separate tiers, large organizations are rapidly developing state-of-the-art 
technologies. The Schluss application itself is a generic layer in the system tying the three tiers 
together. This Schluss layer orchestrates the whole flow through the digital Trias Politica parts. 
It can be used to direct the requests to the Authorization tier, makes sure data is only decrypted 
by authenticated receiving parties and can access the transaction log of all actual instances of 
access. 
 
This approach has important advantages: 

• You are able to combine different identity, authorization and storage solutions from 
different suppliers. You can mix and make all sort of combinations e.g. which best suit 
the type of data. 

• By being able to choose, you are independent of suppliers. 
• The approach boosts compatibility and interoperability and therefore market adoption. 

 
Schluss has implemented the basic separation of technical powers and shown that parts of such 
solution are production ready. Thus we already gained specific knowledge.  
But from where Schluss stands now, further research and development is needed to make the 
solution durable. Post-quantum cryptography, distributed storage and future-forward 
development are some of the topics on our backlog.  
Schluss is an expert Research and Development organization. Nevertheless, Schluss will need to 
cooperate with knowledge institutions, organizations, white hat hackers and engineers to be able 
to credibly claim that you can access information even though it is not under your physical 
control; claim that IDs match, that authorizations are valid, and that data is stored safely at rest. 
But Schluss also wants to get to know great working ideas, define ways to integrate solutions from 
different suppliers in each of the tiers and further investigate implementations with 
organizations of any type to meet their business requirements. It is time to stop pouring money 
in turn-key, vertical, non-inter-operable, winner-takes-it-all single solutions. 
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Third requirement: 

A strict separation of data and services is implemented 

To be fully in control means that you should always be able to decide freely whatever services you 
want to associate with your vault. To avoid the unwanted situation of a Schluss lock-in, there will 
be no services included in the Schluss vault. Thus, the normalization of data, data mapping, and 
data permutations will not be part of a Schluss vault. 

Whereas the vault itself, as a fundamental utility, is to be offered on a not-for-profit basis, the 
services that can be linked to your data in the Schluss vault can be both commercial and non-
commercial.  

Schluss already offers the technology to enable the separate offering of vaults on the one hand 
and services on the other. From our experience in various use cases we’ve developed, it turns out 
that there is a special case involving making flows of complex data processes understandable to 
users. For UX/ UI reasons you need to be guided through complex processes step-by-step. 

Schluss invested hugely in UX/UI so far. To be in control of data on the one hand and to be able 
to do so in an easy way as well. And also UX/UI is extremely important to make the promised 
benefits and claims clear from the very first start. We have learned that not-kept promises of 
the big techs and other commercial organizations concerning control and ownership have 
made people suspicious. Despite the good intentions that we have, we have to carefully build up 
trust before we will be believed. And we also have to bear in mind that all organizations in this 
field of wallets and vaults will make the same claim which makes it difficult for people to see the 
real differences and advantages.    

We foresee that the UX/UI will evolve together with the implementation of Schluss in your daily 
life. The more the Schluss way of disclosing data is integrated in daily life, the less you will ‘touch’ 
the Schluss vault UX. We must define several UX/UI steps in cooperation with service offering 
apps to investigate the optimal usability flow. We are discussing this with some of the first 
moving service organizations. 

The Schluss UX/UI has to be further developed with the above considerations in mind. The 
extensive investment of Schluss in UX/UI has inspired other initiatives such as Datakeeper and 
IRMA to implement similar UX/UI.  

Schluss wishes to further develop and cooperate with other UX/UI designers preferably around 
specific use cases. We love to work with clickable demos before developing the underlying 
technical solution. 
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Fourth requirement:  

Independent Personal Service Spaces are needed to assist the 
vault  

This concerns a serious challenge: if you are to be in full control, organizations cannot export 
copies of data to services for processing, even if only temporarily. Somehow services need to find 
a way to handle data without extracting these to their realm. 

A solution to this challenge is to add a separate, independent personal service space (PSS) to the 
data vault that offers the option for services to function under your control. Whereas the vault 
concerns data only, the PSS is the space in which services perform their computations based on 
these data. The resulting output then becomes new data in the personal vault. You in turn decide 
who will have access to this output. 

The PSSs provide a sandboxed space, not fixed nor limited by any specific hardware or software, 
preferably virtual or containerized, which provides processing solely for this single purpose and 
will self-destruct afterwards. 

Schluss has no intention to build such PSSs herself but intends to work closely together with 
organizations offering such a service. Schluss is currently cooperating with Fujitsu/ Personium. 
Personal Service Spaces are relatively new so we’re looking for more organizations and 
knowledge institutions who think they can offer computational calculations to the data and want 
to experiment with this. 
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Fifth requirement:  

No centralization/ no central authorities are allowed  

This requirement translates into the following elements: 

a) To avoid user and data tracking and tracing, technologies may not require centralized 
modules such as central servers or central authorities. Currently, following the core 
principle that you decide who knows what about you, Schluss guarantees that you can 
open your own vault without the Schluss organization knowing that a new vault has been 
opened. As an additional advantage of this choice, the continuity of the vault is 
independent of the existence of Schluss. Schluss currently sets the last step towards this 
goal by replacing the current gateway (the only central module which enables your online 
presence) with a decentralized solution. For this reason, this gateway has been kept as 
simple as possible to minimize exposure. 

b) Schluss is built in multiple smaller modules (and/or microservices). All technologies are 
fully open source so that all modules can be self-hosted. 

c) The Schluss modules are required to be compatible with many suppliers to minimalize 
supplier leverage. To avoid storage supplier influence, storage has to be distributed. 
Currently, storage is offered end-to-end encrypted on servers at cloud computing 
provider Digital Ocean. The last step will be that storage is offered fully distributed and 
end-to-end encrypted. At the moment, we are testing and investigating this by means of 
IPFS- and Storj technology. Also regarding the other tiers of the Digital Trias Politica we 
will add ever more technology suppliers. As such Schluss operates as a technology 
integrator. 

d) Schluss adheres to open source, open standards, open sharing, and to full 
interoperability.  
To all those around who share this belief and these standards, let’s team up. 
 

e) In order to keep your independence, you must have a choice to migrate your original data 
to other vault applications. This means that multiple vault applications besides Schluss 
are to exist and that these vault applications must be fully interoperable. 
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Sixth requirement:  

You and other users are the owners of an organization with a not-
for-profit business model; the further development of the vault is 
the common responsibility of all who subscribe to the mission   

Vault suppliers that enable you to be in full control of your data should be regarded as a new type 
of utility organization. To guarantee their commitment to you, these vault suppliers cannot be a 
commercial organization aiming at profit maximization and in which shareholders have the 
final say. The vault supplier should be by and for the users; by and for you. 

Only a cooperative-type of not-for-profit organization can guarantee its commitment to you 
since you yourself are the co-owner and decision-maker together with all other members. And 
apart from co-owning the organization, being organized in a cooperative brings you also the 
benefit of having an interest group behind you. Whilst being able to be fully in control, you are 
fully responsible for your personal data. You need to be able to stand up against powerful 
organizations that put pressure on you, for instance by asking you for more data than required. 
The cooperative can help you resist this pressure. 

The cooperative also is to function as the community that makes the mission of full user data 
sovereignty happen. 

Together with you we can make this work. Schluss wants to team up with all who want to be on 
the forefront of a new data ecosystem. Schluss is looking for bloggers, opinion makers and 
journalists who are aware that change can be made when the effort is done jointly; who can help 
Schluss in fire-starting this mission-driven community.  

 

Step 1 
Currently, Schluss is structured as a foundation for the development of Schluss technology. The 
money required for the development runs through this foundation. The source of Schluss’ 
funding is twofold. The first income stream comes from paid Proof of Concepts around specific 
use cases that are built in close cooperation with commercial and governmental organizations. 
For them, the Schluss-way of working offers them a variety of big advantages around personal 
data.  

We are looking for new collaborations with new organizations who want to be at the forefront 
of personal data management. Together we will test, learn, investigate and develop. Schluss will 
be their hallmark for consumer-centric data management. Upon request we have an extensive 
introduction, plan and roadmap available. 
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The second financial support comes from various funds. We have been funded by SIDN-fund in 
the Netherlands and by Sitra in Finland in the past. Schluss is currently strengthening its ties 
with a variety of funds in Europe that work on the topic of democracy, digital identities and 
digitalization. We have an extensive plan on how we see the future, how we want to achieve that, 
the business models we envision and what is required.  

Schluss invites suitable funds to discuss funding possibilities in order to bridge the coming years 
so Schluss can develop into a financially self-sustaining organization. 

 

Step 2 
A cooperative-type of not-for-profit organization is to be set up. This is described as a goal in the 
bylaws of the foundation. Setting up the organization this way is challenging and requires 
research to ensure that the mission also translates into the cooperative. 

Therefore, Schluss is looking for experts in the field of cooperatives, legal, finance, and notarial 
issues with a background in setting up democratic peer-to-peer organizations. 
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Final words 
At Schluss we are aware that our mission is ambitious. But we love what we do and all the people 
we’re doing it with. We notice that a mission-driven approach puts people on our path who 
approach life in the same way. That does not mean that there is no room for criticism or debate. 
It does mean that the mission is always leading.  

We are always busy taking the next steps. We hope to do that together with you. We know that 
sometimes these steps seem small, but all those steps of all of us together will bring us to the final 
goal: 

 

With Schluss you – and you alone – 

decide who may know what about you. 

 

 

 

 

 

 

 

 

 

 

 

 

 

For more information, please visit https://schluss.org. 

 

If you feel you can contribute in a significant way, we would love to hear from you. 

 

Contact Marie-José Hoefmans at m-j@schluss.org 


